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(1) Foreword Very large networks with varying topologies, unreliable components, and highly time varying traffic, are not amenable to traditional techniques of analysis based on traffic engineering and simulations. Traffic flows in such networks will traverse a number of hops which cannot be determined in advance and encounter traffic conditions that are also unknown. During the flow of a particular traffic stream, the network topology may change (e.g. when wireless links are numerous) and other critical conditions (such as network security) may vary. We address the control of traffic flows in such networks with the objective of meeting the quality of service needs of the military end user.
(2) Table of Contents (if report is more than 10 pages) None The project has examined analytical properties of quality of service based routing in networks. Both discrete and continuous mathematical models of packet routing in networks are considered. Novel results obtained in this research include distributed sensible network control techniques that provide a hierarchy of provably better flow control algorithms that apply to any specific QoS metric of interest, and estimates for routing times from source to destinations in highly perturbed or unknown random environments. We also prove the existence and uniqueness of solutions of the non-linear equations for the computation of QoS in the presence of sensible decision algorithms. In addition we compute the average travel time of a packet that is routed in a random environment, with and without time-outs for packet re-transmission when packets are lost.
(5) Summary of the most important results
The mixed wired and wireless network topologies that are becoming the norm in military communications, including fixed and ad-hoc connections, create the need to rationally exploit dynamically variable routing as a function of network conditions. Furthermore, the applications that use such networks have stringent QoS requirements such as delay, loss or jitter, as well as requirements that reflect the need for reliability and low power utilization.
Quality of Service (QoS) has now become a central issue in networks and there is a large body of literature on the problem of estimating certain specific quality of service parameters (e.g. loss or delay) for given traffic characteristics.
Typically this work consider s single or multiple buffer models (finite or infinite), or models of cascaded nodes with or without interfering traffic. There has also been much work on practical routing policies designed to achieve desired QoS objectives, as well as numerous papers on the analysis of protocols such as TCP/IP. Some authors have examined control techniques which can offer QoS guarantees to traffic of different kinds, while research on exact solutions to complex network models is still under active investigation. Our research steps away from these specific questions to take a more abstract approach. We addresses some mathematical questions related to the interaction between network routing and QoS.
Our initial work has addressed the development of an appropriate mathematical framework for the problem at hand. Thus a QoS metri q, relating to some specific data unit or a stream of data units, is a non-negative random variable that we associate with a data unit and a path v in the network. Let F(i,d) be the set of all distinct, but not necessarily disjoint, paths from node i to node d in the network. A routing policy P(i,d) for source-destination pair (i,d) is a probability distribution on the set F(i,d) that selects path v with probability p(v,F(i,d)). Let n be an intermediate node on path v, so that v=ixnyd. We say that a routing policy is incremental if p(v,F(i,d)) = p(xn,F(i,n)).p(yd,F(n,d)). Note that an incremental policy is simply equivalent to one where all decisions can be taken independently at each node. We can also consider policies which are incremental only at certain selected nodes. A QoS metric for path v is a non-negative random variable q(v), which has the sub-additive property: for v=xy, q(v) < q(x)+q(y) (w.p.1). Note that the sub-additive covers many strictly additive metrics of interest such as packet or cell loss rates, delay, path length (number of hops), and power dissipation. Other metrics such as path reliability and available bandwidth are sub-additive. We state the following result in a loose manner.
Result 1. As a consequence of sub-additivity it follows that the QoS metric of each path in a very large graph tends w.p.1 to a deterministic value, if the length of the paths grows when the size of the graph grows and tends to infinity.
Let u be a non-decreasing measurable function and q be a QoS metric. The QoS Q(v) for data units sent on the path v using , where λ is the inverse of the average time it takes for a packet to be lost or destroyed in the course of the search, or λ∆t is the probability that the packet is lost in a small time interval ∆t during the search, and we assume that a lost packet is then replaced by a new one at the source node.
In conclusion, in this project we have developed a probabilistic theory of network routing based on QoS.
The project has been truncated to a two year period rather than the three year period initially requested, as a result of the PI's move to an institution in the UK, and thus some of the questions we initially proposed to investigate have remained open.
We have suggested that QoS metrics of interest are sub-additive along paths. We have introduced sensitive and insensitive QoS metrics, the latter being those, such as the number of hops on a path, which are not impacted by the routing policy. We have introduced incremental routing policies which constructed routing policies by taking the product of routing probabilities at selected decisions points. We have introduced myopic policies which only examine the QoS prefixes of paths to make decisions, and incremental policies which make decisions at successive decision points.
We have also introduced sensible routing policies (SRP) which use the QoS of alternate routes to select paths with some probability. For sensible routing policies, which inevitably lead to bilateral mutual dependency between routing choices and QoS, we prove that the routing probabilities exist and are unique. We have introduced a hierarchy of SRPs, which we call mSRPs, such that 0-SRP corresponds to random routing with equal probability and have shown that increasing m can provide better QoS.
Finally we have developed continuos diffusion approximation models in order to compute the time it takes to forward traffic from some source to a destination in the presence of packet loss and time-outs.
Many of these concepts and questions also need to be extended to multicast communications, when a set of sources need to communicate with a set of destinations, and to peer-to-peer environments when sets of nodes rely on each other for information and communication. In this project we consider abstract QoS metrics which are non-negative valued random variables related to traffic flows and network paths, while QoS is the expected value of a measurable function of the QoS metric. We develop a probabilistic theory of QoS based network routing. Our purpose is not to compute specific QoS metrics related to specific networks or specific routing algorithms, but rather to obtain properties of QoS for large networks in the presence of routing algorithms, to discover inequalities between the QoS resulting from classes of routing policies, and to obtain conditions under which QoS dependent routing policies exist and are unique. We consider sensitive and insensitive QoS metrics, the latter being those, such as the number of hops on a path, which are not impacted by the routing policy while the former are the most commonly encountered such as path delay and loss. A routing policy is then defined as a probability distribution on the set of paths from a source to a destination, or to a set of destinations in the case of multicast routing, and the QoS of a routing policy is the expected value of the QoS over the set of paths with respect to the routing probability. Routing policies of most interest to us are those which depend on the QoS so that we have determined conditions of existence and uniqueness of a QoS dependent routing policies. We have introduced incremental routing which are constructed by concatenating routing decisions by taking the product of routing probabilities at selected nodes where decisions can be taken. We have considered myopic policies which only examine the QoS of prefixes of paths in order to make a probabilistic choice about the path to be taken, and deiscuss conditions under which myopic policies may be as good as policies which act upon full knowledge. We introduce sensible routing policies (SRP) which use the QoS of alternate routes to select paths and construct a hierarchy of SRPs, which we call m-SRPs, such that 0-SRP corresponds to random routing with equal probability. We have proved sufficient conditions that guarantee that an (m+1)-SRP is better than a m-SRP when the QoS metric is sensitive or insensitive.
We prove the existence and uniqueness of solutions of the non-linear equations for the computation of QoS in the presence of sensible decision algorithms. In addition we compute the average travel time of a packet that is routed in a random environment, with and without time-outs for packet re-transmission when the packet is lost (5) "Technology transfer" WE have had interactions both with US Army PEOSTRI and with the US Army London Office.
We are now involved in discussions about the US/UK ITA with ARL. (6) "Copies of technical reports," which have not been previously submitted to the ARO, NONE
